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Never Trust, Always Verify

KEY POINTS

e US space systems remain highly vulnerable to cyberattacks. While the ground and user
segments of space systems are the most at-risk, space segments are increasingly
exposed to compromise.

e Since 2022, the United States Space Force (USSF) has increasingly emphasized the
transition to zero trust frameworks for securing space systems from cyber threats.

e At the same time, the USSF has explored the use of hybrid architectures for space to
enhance the effectiveness and resilience of USSF operations and mission execution.

e Such hybrid architectures introduce greater complexity into zero trustimplementationin
terms of attack surfaces, assets and security postures, and incident response.

e The USSF can successfully implement zero trust across its hybrid architectures, but
doing so will require a strategic vision for how modular assets interconnect in the
security environment. This should include inventorying existing assets, prioritizing the
most at-risk architectures, requiring a common interface, and regular red-teaming
efforts.

INTRODUCTION

In 2022, the Department of Defense (DoD) released its Zero Trust Strategy to enhance the security
and resiliency of its networks." Traditionally, the DoD has relied on perimeter-based cybersecurity
through firewalls and intrusion detection and prevention systems to ensure internal networks, users,
devices, and activities are trusted. These security measures scrutinize initial access; yet once
compromised, few barriers prevent malicious hackers from moving freely in and across systems. In
contrast, zero trust emphasizes continuous verification of users, devices, networks, and activity.
This requires a “never trust, always verify” framework for networked infrastructure that grants the
minimum level of permissions and access necessary to execute a mission.? Following DoD and
Department of the Air Force requirements,® the United States Space Force (USSF) has begun
pursuing zero trust to protect its digitally reliant assets.*

At the same time, the USSF has also explored using hybrid architectures for its missions. For the
USSF, a hybrid architecture for space is a way to leverage military, civil, and commercial space
assets into a dynamic, integrated, and unified system. Such hybrid architectures can greatly
enhance the execution, resilience, and effectiveness of USSF operations. Yet, hybrid architectures
for space entail distinct cybersecurity challenges that complicate the implementation of zero trust.
The USSF can successfully implement zero trust across its hybrid architectures, but doing so
will require a strategic vision for how modular assets interconnect in the security environment.
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Hybrid architectures can greatly benefit USSF mission execution. But without zero trust, USSF
operations using hybrid architectures are only as secure as the most vulnerable assets of its
partners. The utilization of hybrid architectures and the implementation of zero trust must
occur intandem to maximize both effectiveness and security. This paper explores the challenges
associated with securing hybrid architectures for space from cyber threats. The following sections
describe the vulnerabilities of broader space systems to cyber threats, outline the additional
cybersecurity challenges related to hybrid architectures, detail the main principles of zero trust
cybersecurity, and provide initial steps for the USSF to implement zero trust across hybrid
architectures for space.

CYBER VULNERABILITIES IN SPACE SYSTEMS

Space systems underpin much of society’s modern, digitally-based activity. Space systems consist
of four distinct segments:

1. The space segment, which encompasses satellites on orbit;

2. The ground segment, which includes ground stations, network operating centers, other
networked infrastructure, and launch capabilities;

3. The link segment, comprised of the radio wave uplinks and downlinks that transfer data
between satellites and ground elements; and

4. The user segment, made of end-user devices and networks.

For militaries, space systems serve a variety of purposes, including: positioning, navigation, and
timing for GPS routing and targeting enemy forces; providing information on missile launches;
environmental monitoring to aid mission planning; secure satellite communications for command
and control; and intelligence, surveillance, and reconnaissance. The military’s heavy utilization and
reliance make space systems key targets for disruption or destruction. Each segment is vulnerable
to kinetic and non-kinetic attacks. However, the ground, user, and space segments are vulnerable
to cyberattacks, where attackers rely on computer code to gain control of specific devices,
networks, or digital data. While not directly impacted by cyberattacks, the link segment transmits
any manipulated commands or corrupted data resulting from digital compromise across the ground,
space, and user segments.®

The motivations and goals for cyberattacks are diverse and can include information theft,
manipulating communications, corrupting data, denying network access or service, and even
satellite control.® Unlike kinetic attacks, cyberattacks generally have reversible or delayed effects
and generally fall below the threshold of armed conflict. However, space system compromises have
high risks of cascading effects. Because space systems often serve as single points of failure for
critical infrastructures across civilian and military sectors, the impacts of a cyberattack are
potentially wide-ranging.

Securing space systems from cyberattacks requires protecting terrestrial networks, the satellites in
space, and the transmitted data. The ground and user segments are particularly conducive to
targeting due to their reliance on terrestrial computer networks. Hackers can use malicious software
(e.g., malware, ransomware, wiperware) and other tools to deny, degrade, disrupt, or destroy access
to or functionality of computer devices, networks, or data.

© 2026, Potomac Institute for Policy Studies www.potomacinstitute.org

3



Never Trust, Always Verify

HACKING SPACE SYSTEMS: THE 2022 VIASAT ATTACK

The Russian invasion of Ukraine in 2022 began with one of the most disruptive and publicly visible
cyberattacks on space systems. Russian hackers targeted the US commercial company Viasat, which was
providing communications services for Ukrainian military forces. The cyberattack disrupted Ukrainian
military communications reliant on Viasat and caused internet blackouts for thousands of Viasat customers
across Europe. The attack unfolded in four phases:’

Phase 1: Ground Segment Network Compromise. Russian hackers compromised a Virtual Private
Network (VPN) used by Viasat administrators in one of the company’s management centers in Turin, Italy.
Through the VPN, hackers gained access to Viasat’s management servers and data on end-user modems.

Phase 2: Lateral Movement and Malware Injection. Using permissions gained through the initial
compromise, Russian operators moved laterally from the management servers to access servers that
deliver software updates to user modems. Hackers introduced the AcidRain wiperware (i.e., malware
intended to destroy data) onto these update servers.

Phase 3: Payload Delivery to User Segment. Hackers then initiated a false software update from Viasat
servers to user modems that contained the AcidRain wiperware. The malware disabled over 40,000
modems across Europe by wiping the flash memory, including a substantial number of modems located in
Ukraine likely used by the Ukrainian military.

Phase 4: Distributed Denials of Service (DDoS). Using the privileged access gained through the initial VPN
compromise and lateral network movement, hackers overloaded Viasat terminals and servers with traffic
to ensure that servers could not respond to requests from offline modems attempting to reconnect to Viasat
services. Russian operators targeted terminals servicing modems in specific regions encompassing parts
of Ukraine. These DDoS attacks also aimed to overwhelm incident responders with network traffic.

While the space segment has traditionally remained protected from cyberattacks due to the
remoteness of satellites, this is no longer the case.® Satellite firmware, the essential software built
into hardware to perform basic functions and communicate with operating system software, is
increasingly at risk of digital compromise.® Recent events like the USSF’s Moonlighter challenge and
the European Space Agency’s ethical hacking exercise show that live, in-orbit satellites are
susceptible to hacking."

These threats are only set to grow, as adversaries like China develop new cyber capabilities to hijack
satellites.” At the same time, manufacturing constraints on satellites complicate the
implementation of cybersecurity measures. Satellites generally face size, weight, and power
restrictions and must prioritize survivability in high-radiation and extreme-temperature
environments. These requirements limit on-satellite cybersecurity solutions to lighter and lower
power options.'?

Space systems vulnerabilities are exacerbated by a reliance on legacy technologies. Satellites and
the networks required to operate them can have decades-long lifespans.' Such legacy systems
possess obsolete hardware that cannot support newer software, operating systems, or security
updates and vulnerability patches to protect against modern cyber threats. Legacy systems also
tend to possess outdated database systems and arcane information technology (IT) security
systems, which limit integration with modern applications and cybersecurity measures.™

Military assets in particular tend to utilize custom applications built on older programming languages
and platforms. These assets are even more difficult to maintain and update over time. The technical
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debt accumulated by legacy space systems across decades—the increasing costs of maintaining
and modifying systems while neglecting or delaying modernization—means that system
dependencies often remain unknown or undocumented.’® As a result, antiquated government space
systems represent one of the USSF’s greatest cyber vulnerabilities.

THE CHALLENGE OF SECURING HYBRID ARCHITECTURES FOR SPACE

Hybrid architectures for space seek to leverage and integrate military, civil, and commercial space
assets into a single unified system with the goal of providing real-time information and decision
advantage to warfighters on the ground. For the US military, this can also entail the integration of
assets from Allies and partners abroad, as well as foreign commercial elements. Different assets
can be utilized for different purposes, meaning that active participation in the hybrid architecture is
fluid and mission-based. This modularity is crucial for increasing resilience by providing multiple
paths for communications and data transfer.’® How those modular assets are interconnected is key
for cyber defense.

Space systems cyber vulnerabilities become more complex in hybrid architectures in several ways:

Complexity of the attack surface. The military’s increasing reliance on commercial space
systems'” expands the attack surface by providing hackers with new avenues for targeting military
systems. As the number of users, networks, and satellites across a hybrid architecture increases, so
do the number of attack vectors for digital compromise. The proliferation of small satellite
constellations in the private sector further complicates the attack surface. Unlike their larger
exquisite military-grade counterparts, these smaller satellites are often made of commercially
available off-the-shelf parts.® When underpinned by a common design, these satellites introduce
both a greater number of potential vulnerabilities and a greater chance that a single vulnerability
compromises an entire constellation. Moreover, commercial development schedules may
introduce time constraints that limit the ability to implement robust cybersecurity measures across
supply chains.®

Complexity of assets and their security postures. Hybrid architectures integrate new commercial
technologies and legacy systems into a unified system at a greater speed and scale than traditional
USG acquisition processes. This diversity of assets in a hybrid architecture creates a greater risk of
both complex security gaps between technologies and disruption to operational continuity. Legacy
systems will inevitably remain in place,? and they generally lack the ability to support granular
authentication controls or modern data encryption. They are therefore more exposed to
contemporary cyber threats like ransomware and phishing.?'

Moreover, the rapid adoption of new technologies alongside legacy systems can disrupt operational
continuity and efficiency.?? Interoperability can become difficult since legacy technologies rely on
increasingly outdated and siloed database structures. This can lead to data compatibility and
sharing issues that reduce operational visibility, performance, and efficient decision making.*
Coupled with unknown or undocumented system dependencies, integrating vulnerable legacy
technologies with new ones can create unanticipated and complex interactions that malicious
hackers can exploit.

Complexity of response. Hybrid architectures also complicate incident response and remediation
across participants and systems. Differing threat information sharing standards and practices
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across a hybrid architecture can prevent a comprehensive view of the security postures of
participants and their assets.?* For one, fluid participation in a hybrid architecture can slow the
dissemination of cyber threat intelligence and remediation measures. Participation on a mission-by-
mission basis can mean different operators and users may have different levels of access to
classified information.

At the same time, participants in the hybrid architecture may have conflicting attack identification
and attribution processes® or incident reporting thresholds. This is particularly true for foreign
elements of a hybrid architecture, which can have different national security standards than the US
for sharing classified information with commercial actors. Even when information sharing is
sufficient, participants in a hybrid architecture may have varying capacities for incident response.
Uneven implementation of mitigation or remediation measures can prolong the effects of a
cyberattack.

Cyberattacks on space systems can also present jurisdictional challenges for defensive efforts.
Determining federal responsibility for defending corporate networks will become an increasingly
important legal question as the US Government expands its use of commercial mega-
constellations.?® In hybrid architectures, cyberattacks can produce unintended consequences and
high spillover effects for government systems.

ENHANCING CYBERSECURITY THROUGH ZERO TRUST

Zero trust eliminates the implicit trust within enterprise-owned networks and systems by assuming
anyone on a network could be an attacker. This means internal enterprise networks and internal
users are considered no more trustworthy than external, non-enterprise networks or users.?” As
such, implementing zero trust enhances security by minimizing access to resources (data,
computing, applications, services, etc.) and continuously authenticating and authorizing identity
and security compliance for each access request.

DEFINING ZERO TRUST

Zero trust is a set of concepts intended to enhance security by minimizing access to resources through
least privileged, per-request access and continuous verification.

Zero trust architecture (ZTA) is a cybersecurity plan that implements zero trust concepts to limit breaches,
reduce lateral movement on internal networks, and decrease risks to assets and functionality. ZTA defines
the access policies, workflows, and relationships among policies, administrators, and users for physical
and virtual network structures.

Zero trust operates on three broad assumptions. First, no inherent trust exists among networks,
resources, data, users, and devices. An organization’s private networks are not considered safe
zones, and users requesting remote access should not fully trust local, non-enterprise network
connections. Network resources are also subjected to extra scrutiny, and user credentials alone are
insufficient for gaining access to an organization’s resources. Second, not all devices or resources
on private networks will be owned or managed by a single organization. Finally, users, devices, and
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workflows moving between enterprise networks and non-enterprise networks have consistent
security policies and postures.?

Security models build on zero trust therefore differ from traditional, perimeter-based models in
critical ways. In perimeter-based security models, access control is static. Network users are
implicitly trusted after initial authentication. Once connected to the network, they have full access
to network resources and all network traffic remains unencrypted. In contrast, users in a zero trust
environment are continuously verified after initial authentication. Moreover, they will only have
access to specific network resources, and network traffic is encrypted.? Table 1 summarizes this
comparison.

Concept Traditional Perimeter Security Model Zero Trust Security Model

Identity management | Static Access Control Dynamic Access Control

Endpoint Protection Authenticate to connect to network Authenticate to connect to network
resources

Security Analytics Once identified, implicit trust on network Continuous confirmation of user
identity on network

Encryption Internal network traffic unencrypted End-to-end encryption for all network
sessions

Table 1. Comparing Traditional Perimeter and Zero Trust Security Models

Accordingly, zero trust relies on four key concepts:

Just-in-Time Access. All authentication and resource access decisions are based on policy
decisions made at the time of a user’s access request. This minimizes authentication delays.*° User
access is not granted prior to a request and access to any network resource is determined on a per-
session basis.*

Least Privileged Access. Users are only granted the access and permissions required to complete
a specific request. These granular privileges are only valid for the duration of the request and are
immediately terminated upon completion.*

Encryption of Data. Encrypting data ensures that all communications and data transfers are
secured regardless of user or network. Data encryption reduces the risks of data compromise by
coding sensitive data into formats that are non-sensitive. For example, sensitive, personally
identifiable information can be replaced with alphanumeric characters.

Dynamic Access Control. Verification and access rely on as many attributes as possible at the time
of arequest. In addition to user identity and credentials, this can include information about devices,
applications, services, behavioral patterns, and network environments. While access may be
granted to a specific resource on the network, access to any additional resource requires
reverification. As a result, dynamic access control provides continuous scrutiny and information
collection to improve security postures and limit potential lateral movement of bad actors across a
compromised network.%
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These concepts are implemented across an organization’s networks through a zero trust
architecture (ZTA). A zero trust architecture generally consists of algorithms that determine access,
administrators working with the algorithms, and individual enforcement points across a network. All
users must request access through enforcement points such as firewalls, gateways, portals, or
proxy servers. Based on organizational access and security policies, algorithms continually grant,
deny, or restrict user access at these enforcement points. Administrators work with the algorithms
to allow or deny user requests and ensure policy compliance at the enforcement point.®*

An organization’s assets are only accessible through an enforcement point, and policy or security
factors can prevent access to certain enforcement points for network access. When implemented,
a ZTA also allows an organization to distinguish between internal assets owned and managed by the
enterprise, external assets, and the respective security postures. As aresult, zero trust architectures
limit breaches, reduce lateral movement on internal networks, and reduce risks to assets and
functionality.®

In a hybrid architecture for space, this will require clearly distinguishing and discriminating between
governmental assets, commercial assets, and international assets from Allies and partners.
Participation in the hybrid architecture does not grant automatic or universal access to the
architecture’s resources. Instead, users and assets are subjected to continuous scrutiny at given
enforcement points with access determined by USSF policy.

IMPLEMENTING ZERO TRUST IN SPACE HYBRID ARCHITECTURES

For the USSF, establishing and employing a ZTA in hybrid architectures for space will be difficult
given their size and complexity. However, there are at least four steps the service can take to start to
facilitate zero trust across its hybrid architectures and increase security without hindering mission
effectiveness.

Inventory and catalog the ground, space, and user assets that support mission-essential
functions in a hybrid architecture.

A comprehensive inventory should encompass assets in each segment of space systems and the
communication paths between them. USSF assets should be the initial priority for inventory, but the
service will also need to catalog commercial and other partner assets included in contracts or
agreements. This inventory should include interconnections between individual satellites, between
satellites and ground states, satellites and users, and the terrestrial connections between ground
stations and users. Artificial intelligence and machine learning (Al/ML) can be a critical enabler for
this process by facilitating and automating data tagging, labeling, and identity baselining. Utilizing
Al/ML for these ends will require the USSF to develop a comprehensive strategy for processing and
governing data across its hybrid architectures.

A key element of the inventory process will be to identify which technologies and systems can
support a ZTA and which ones pose barriers to zero trust. For instance, many legacy technologies
may not be able to integrate with the capabilities required to implement zero trust. For these cases,
the USSF will need to formulate, implement, and document workarounds until legacy technologies
can be upgraded to be fully compliant with a ZTA.*® Inventorying and cataloging commercial assets
across a hybrid architecture can uncover which existing vendors or partners have products that fail
to meet zero trust requirements.
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Prioritize ZTA implementation for the most at-risk hybrid architectures.

ZTA implementation should target the greatest risks to USSF missions. The hybrid architectures
presenting the most risk are those highly vulnerable to cyberattacks and where the consequences
of failing to execute a mission are high. These two factors—consequences of mission failure and
vulnerability to cyberattacks—offer a preliminary way to determine priority levels for ZTA
implementation across hybrid architectures. Table 2 provides an initial look at ZTA implementation
priority from highest (Priority Level 1) and lowest (Priority Level 4).

Consequences of Mission Failure

HIGH LOW
HIGH iori I
Vulnerability to G Priority Level 1 Priority Level 3
Cyberattacks
g Low Priority Level 2 Priority Level 4

Table 2. Hybrid Architecture Priority Levels for Zero Trust Implementation

USSF assets used to execute operations for the most sensitive and highest impact missions are the
logical starting point. These systems are already largely inventoried and implicitly trusted, making
ZTA implementation both easier and a greater imperative. However, implementing zero trust for
these exquisite systems must be accompanied by greater supply chain scrutiny. Zero trust will
remain an incomplete security solution without validating bespoke hardware supply chains for these
systems and securing them from manufacturing, supplier, and other third-party risks.

Since these are primarily US government-owned assets, the USSF will have more flexibility in
controlling access requirements based on operational tempos and an evolving cyber threat
environment. This can also ensure zero trust policy consistency and adherence across a hybrid
architecture. Only with consistent internal implementation should the service expand
implementation of synchronization of ZTAs to hybrid architectures with more complex commercial
and international participation.®’

Enable both interoperability and security for zero trust through standardized application
programming interfaces (APIs) for hybrid architectures.

Hybrid architectures and ZTAs necessitate standardization for access and communication. APIs are
software interfaces that can form connections between computers or computer programs; they
offer a bridge of communication across systems with different configurations. Dedicated and
standardized APIs for hybrid architectures facilitate interoperability by offering a common set of
rules or protocols for commercial assets and their government counterparts to better communicate
and share data.® Moreover, a common APl can also help align security practices for a ZTA employed
by the USSF. Currently, the space industry lacks common cybersecurity standards for procedures
like event logging, information sharing, and incident reporting.

Without a governmentally-driven API, the USSF may not be able to seamlessly shift from leveraging
one commercial participant to another in the event of disruption. The financial and time costs of
transitioning to other assets in the hybrid architecture would be steep; for example, continuing USSF
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operations may require translating data from one proprietary format to another.® The longer term
risk is vendor lock for a single provider or a specific subset of providers within a hybrid architecture,
thereby reducing mission resiliency. Without a common API, every new asset would require costly,
customized integration into a hybrid architecture. Standardized government APIls would help the
USSF avoid the costs of dealing with the different proprietary APIs for integration that inevitably
emerge from the private sector.

Expand red-teaming initiatives to include regular penetration testing and “hack-a-sat”
exercises across hybrid architectures.

Compliance with zero trust policies in a hybrid architecture is critical, but compliance without
regular red-teaming breeds complacency. It creates a checklist mentality that defaults to a lowest
common denominator security posture across participants.

Joint and wide-ranging penetration testing and satellite hacking exercises should be an essential
aspect of cybersecurity in a hybrid architecture. These efforts can identify vulnerabilities and
security gaps between assets, explore evolving system dependencies, and propose remediation for
participant vulnerabilities in and across hybrid infrastructures. In addition to helping avoid
operational blind spots, regularized red-teaming within a zero framework can help combat the
institutional resistance to change that typically accompanies ZTA implementation, a key hurdle for
the USSF, Air Force, and the broader DoD.*° Dedicated, planned red-teaming will need to encompass
both the information technologies and the operational technologies in a hybrid architecture.*
Utilizing cyber ranges and digital twinning represents an important avenue to facilitate vulnerability
hunting exercises.*

CONCLUSION

Both zero trust cybersecurity and the use of hybrid architectures represent new paradigms for the
USSF. While offering greater effectiveness and resiliency in overall mission execution, the modularity
of hybrid architectures entails complex cyber vulnerabilities. The “never trust, always verify”
foundation of zero trust is therefore critical as the USSF seeks fluidly to leverage commercial and
international partners through hybrid architectures for its missions. This is even more true for the
most sensitive and highest impact USSF missions. Future work should therefore explore, refine, and
expand on the priority levels introduced in Table 2 to better facilitate implementation efforts.

Yet, zero trust security is not bulletproof. Insider threats, supply chain and manufacturing
compromises, subversion of the ZTA decision process, and denial of service attacks, will continue
to jeopardize USSF networks and assets. Implementation must also balance the reality of budgetary
constraints and inconsistent zero trust standards and governance® across the DoD. Despite these
challenges, a clear strategic vision can drive both greater cybersecurity and greater effectiveness for
the USSF.
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